ADCUO DO ODOOOO /information from ADC N0.379(2014/02/10)

m [Urgent] Request for Password and Private/public key Change

[English]
Dear all users,

Anillegal accessto computersin the National Observatory of Japan
(NAQJ) occurred on Jan 29, 2014.

The Network committee of the NAOJ has made a decision for all the
computer users, as an urgent matter, to change the password of the
user account.

Y ou are requested to change your password urgently. Please see below
the instruction to change your password on the data analysis system.

(Note)

As of today, no sign of serious problems on the data analysis system
has been detected. However, al system in the NAOJ has to follow the
decision and instruction by the Network Committee.

[To Change Y our Password]
Y ou must use the "modify_userinfo” command instead of "passwd" command
on the analysis system for changing your password.

e.g.) % modify_userinfo -p

Reference: Unique commands of Data analysis system
https://www.adc.nao.ac.j p/E/users-quide/2013/html/2-5-3.html

[To Change Y our SSH private/public keys)
If you use the SSH private/public keys on the system, please review the
following points:

1) Should not share your SSH private key on hosts.
2) Should set passphrase key of your SSH private key with "ssh-keygen -p".

Thank you for your cooperation.
Astronomy Data Center
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https://www.adc.nao.ac.jp/E/users-guide/2013/html/2-5-3.html
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passwd D 00000000 modify userinfo0 000000000000

0 ) % modify_userinfo -p
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